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1. Course Overview 
 

The point of software analysis is to determine whether software is correct. Today, the cost of 
software development is less than 50% programming, with testing, debugging, security 
assessments, and similar tasks taking more resources than developing the software itself. As a 
result, there is an increasing focus in the software industry on using tools to write better 
software. These tools can take the form of testing tools that help find bugs but they can also 
take the form of analysis techniques that have the goal of building a stronger code foundation 
with fewer areas where defects can emerge, the end result being less risk in the software 
development lifecycle. While testing is frequently part of software analysis, the approach to 
software testing presented in this class is directly tied to analysis and is frequently different than 
the testing usually performed as part of quality assurance in a typical software development 
lifecycle. 
 
In this class, we will investigate multiple techniques for analyzing software and the limits of what 
software analysis can tell us. Each lecture covers a different area of software analysis and many 
lectures have a corresponding lab where you will gain hands-on experience with the technique 
covered in the lecture. The labs will evaluate your practical use of the techniques, while the 
exams will evaluate your understanding of the lectures not covered by labs and also the 
theories of software analysis techniques. 
 
Applications of techniques covered in this class relate to performance, cyber security, testing, 
and debugging. In this course, you will study the underlying principles of software analysis and 
these approaches, and gain hands-on experience applying them to automate testing software 
and finding bugs in complex, real-world programs. You will explore techniques including 
dataflow analysis, constraint-based analysis, type systems, automated test case generation, 
symbolic execution, and more. 



2. Course Objectives 
 

After successfully completing the course, you will be able to do the following: 
● Evaluate the suitability of different analysis and testing techniques for different types of 

programs and under a given set of constraints 
● Implement and run analyses to determine useful facts about a given program 
● Apply various testing techniques to find bugs in a given program 
● Describe qualitative properties of different techniques for analyzing and testing programs 
● Compute the outcome of a given analysis or testing technique on a program 

 
3. Course Schedule 
 

The schedule for this course will be made available through Canvas under the Files and 
Calendar sections. It includes a pacing schedule for covering course material, completing labs, 
and taking exams, as well as important dates throughout the semester. 
 
4. Prerequisites 
 

In this course, you will use a variety of tools implemented in different programming languages to 
generate useful facts about a program’s behavior and analyze them. You will learn about the 
tools and their theoretical underpinnings in this class, however it is assumed that you are 
already familiar with basic concepts in computer science and mathematics, as well as the use of 
various tools/command in a UNIX-like environment. 
 
The instructors and teaching assistants have only a limited capability to assist students with 
learning these tasks, and they will not be explicitly covered in video lessons. We have created a 
Readiness Assessment that you can use to determine prerequisite tasks that you may wish to 
learn or re-familiarize yourself with before enrolling in this course. 
 
5. Required Text 
 

There is no required text for this course but we recommend Static Program Analysis by Anders 
Møller and Michael I. Schwartzbach. It is available for free online at 
https://cs.au.dk/~amoeller/spa/. A supplementary reading list in the form of technical papers, 
books, and online articles is available here. Additionally, readings will be linked in the “Instructor 
Notes” sections accompanying relevant lecture videos on Udacity. 
 
6. Lessons 
 

Lesson videos are available for viewing or download on Udacity, and slides used in the lessons 
(including transcripts) are available in both PPT and PDF format through Canvas in the Files 
section.  
 
7. Course Forum 
 

We will use Piazza for all course-related discussion. For questions to the instructional team, 
please make a private post to Instructors. You must initially access the course Piazza forum 

https://drive.google.com/open?id=1keAPPrAYixtMIj7wcWqcpoiOHmSYYmVIF0LOxyOn8ow
https://cs.au.dk/~amoeller/spa/
https://d1b10bmlvqabco.cloudfront.net/attach/jbe3aw2nwc031n/ixory6sosP2/jcigv7z03w61/books.pdf


through the link in Canvas. Please do not use Canvas to message the instructors as we like to 
keep all communication in one place and Canvas frequently does not alert us to new messages. 
 
We will make important announcements (including updates or clarifications to labs) on Piazza 
and pin them to the top of the feed. We expect you to check Piazza daily for announcements 
about the course. You are responsible for reading all messages pinned to Piazza. 
 

8. Office Hours 

Office Hours will be held for multiple hours a week via Slack at https://omscs6340.slack.com/. 
You must sign up with your @gatech.edu email address to gain access to Slack. In the Slack 
instance, you will find a #office_hours channel. The course calendar will list the times each 
week when Office Hours are being held. During times when a TA or instructor is available for 
office hours, post in this channel if you would like to receive one on one help. The person 
hosting office hours will direct message you to offer help. So that you get the fastest help from 
the correct person, please do not initiate direct message conversations with course staff on 
Slack. These sessions are a good way to get another set of eyes on things that would be 
inappropriate to share publicly, such as your code for a lab. We have a large class and all 
course staff in this class are part time and may work at different hours, so we as a policy do not 
respond to student-initiated direct messages. We will happily follow up with you via direct 
message when we are holding office hours if you have a private question. 
 
Questions that may be relevant to the whole class should be asked on Piazza so the answer is 
available to all students. Questions specific to your work on a lab should be asked in Office 
Hours, as sharing your work publicly can result in an academic integrity violation. 
 
Additionally, we will host exam review sessions via YouTube Live the week before exams. 
These sessions can be viewed live or the recording can be viewed any time after the review 
session. We may host additional live streamed sessions with a similar format on an as needed 
basis during the semester. These sessions are not required but you are strongly encouraged to 
view them. 
 
9. Lab Assignments / Course VM 
 

Labs in this course will be made available through Canvas in the Assignments section. Labs 1 
and 2 will be available at the start of the course and the remaining labs will be released on the 
Monday of the second week of the semester. 
 
In general, labs involve using a software analysis or testing tool based on a technique taught in 
the lessons or implementing a software analysis algorithm using a software analysis library. 
 
To reduce student effort required to set up labs, we provide a virtual machine (VM) preloaded 
with tools and libraries required to complete labs. Lab instructions assume you are using the 
course VM. Your completed labs will be graded in the course VM to ensure that your work runs 
as expected. Additionally, unless instructed otherwise, all labs must complete execution and 
terminate in a reasonable amount of time to receive credit.  
 

https://omscs6340.slack.com/


While it is generally fine to install development tools like an IDE on the course VM, you should 
not run software updates or upgrade installed packages as it could render a lab inoperable. The 
username for the VM is cs6340 and the password is student. We recommend keeping an 
unused copy of the VM download or taking a snapshot of the clean VM so that you can easily 
go back to a known good state if you run into any issues on the VM. 
 
The course VM can be downloaded via links provided in your semester’s syllabus. It is supplied 
in a format that can be imported into a hypervisor program like VirtualBox (recommended) or 
VMWare Workstation/Fusion. You can ensure that the VM is intact with one of the following 
hashes:  
 
MD5:  
SHA-1:  
 
10. Exams 
 

We will administer two proctored exams, a midterm exam and a final exam, to evaluate your 
conceptual understanding of the course material. Exams are not comprehensive. Logistical 
details for each exam will be posted on Piazza, typically a week prior to the exam. You are 
permitted to use the course lesson PDFs (on screen only) during exams. No other resources are 
permitted. 
 
We will provide exam preparation resources (including solutions) for you to use to prepare for 
the exams this semester. They will be made available through Canvas in the Files section.  
 
Exams are delivered using the Proctortrack proctoring system. During the first week of the 
course, we will give you a quiz on the syllabus. This quiz will be administered exactly like an 
exam so that you become familiar with exam procedures. Unlike an exam, the syllabus quiz will 
be completely multiple choice and you may take it multiple times. However, you must score 
100% on the quiz to receive credit. 
 
Note that we require a mirror scan of your testing area as part of all exams. If you do not have a 
mirror at least 150mm x 100mm (6in x 4in) in size, with larger mirrors being better, that you can 
use to show us your working area when taking an exam, you should acquire one now so you 
are prepared to take your first exam. Without a room scan that meets the requirements given in 
the exam logistics Piazza post, your exam will not be considered valid and will not receive a 
grade. In particular, based on past issues with exams, we need to see your work surface, 
monitor, keyboard, and mouse and the area surrounding them clearly in the room scan. 
 
11. Grading Policy 
 

We will post grades in the Grades section of Canvas. We will post an announcement on Piazza 
when grades have been released. Your final course average will be computed based on the 
assignments for your semester, but roughly follows the following pattern: 

● 60% Labs 
● 40% Exams 

 

https://www.oracle.com/virtualization/virtualbox/index.html


Individual lab/exam scores will not be “curved”. The final assignment of letter grades is at the 
sole discretion of the instructors. After each exam, the instructors will release a set of total score 
ranges for each letter grade. 
 
12. Regrade Requests 
 

You have one week after the release of a grade to request that it be regraded. To request a 
regrade, make a private post on Piazza to Instructors and explain why you believe an error 
was made in grading your work. We will not process regrades or increase scores on labs or 
exams for reasons other than errors in grading - do not submit regrade requests asking for a 
higher score in order to meet OMSCS program requirements or because you believe the rubric 
was too harsh. Regrades are specifically limited to the stated grading criteria being incorrectly 
applied to your work. If the regrading process reveals an error the grader overlooked initially, 
you may receive a lower score. Please note that regardless of what Canvas says, we do not 
receive notifications from Canvas for comments posted there and so any grading issues must 
be addressed via Piazza private post - we will not see any comments left for us on Canvas with 
respect to your submission or a grade. 
 
Regrade requests are typically handled by the Teaching Assistant that assigned the original 
grade. If necessary, an instructor will also review the request. The instructors are the final 
authority on grades assigned in this course.  
 
If you feel your issue has not been resolved after an instructor review, you may file a complaint 
via email to oms-advising@cc.gatech.edu. In your email, request that your ticket be assigned to 
Jay Summet. 
 
13. Deadlines and Extensions 
 

Labs and exams are due at 8:00 a.m. Eastern Time on their respective due dates, typically 
Monday mornings. We do not accept late submissions. If you are not located in Eastern Time, 
you should determine what 8:00 a.m. Eastern Time is in your local time zone now so that you do 
not miss any deadlines. 
 
We will only grant extensions to labs/exams deadlines for students with documented, excused 
absences. These absences must be verified and approved either by an instructor or the Office 
of the Dean of Students. Typical situations where an absence will be excused include illness, 
hospitalization, death in the family, or a military deployment. In most approved cases, you will 
be given an extension equal in length to the amount of work missed. For example, a three day 
illness would permit up to a three day extension. 
 
To start the process of verifying an absence, please notify the the instructors via a private 
Piazza post to Instructors, making sure to include the dates of your absence. It is important 
that are requests are filed in a timely manner; please do not wait until a deadline has passed to 
start this process. If you prefer to have the Office of the Dean of Student perform the absence 
verification, please additionally file a care request with the Office of the Dean of Students. 
Excused absences will not be granted for personal travel, social events, or work conflicts, and 
as such are not justification for an extension. 

mailto:oms-advising@cc.gatech.edu
https://gatech-advocate.symplicity.com/care_report/


 
14. Academic Integrity Policy 
 

Our goal in CS 6340 is to provide you with an opportunity to learn more about software analysis. 
We find that the best learning takes place when students teach each other, so we see most 
collaboration as a good thing. On the other hand, cheating is considered a very serious offense 
and is vigorously prosecuted. To make sure that we are fair, we want to make sure that we are 
clear on the differences between collaboration and cheating. If you obtain help of any kind on a 
submitted assignment, always include comments (in source code) or footnotes (in reports) 
indicating the source of the help in your submission. 
 
Collaboration 
Collaboration is essential to both the learning experience in this class as well as in the real 
world. Collaboration is working with other people cooperatively to enhance understanding. We 
encourage you to: 

● Share ideas 
● Explain concepts in lessons and practice problems to each other 
● Share resources relating to software analysis that you come across 
● Explain your high level approach to a problem. The level of detail should not include 

implementation specifics or your code 
● Psuedocode is generally safe to share, although it should be at a high enough level 

where if two people implemented it in real code they would certainly have different 
implementations 

 
Plagiarism 
Plagiarism is using someone else’s work instead of doing your own work. 

● We expect you to complete all labs and exams by yourself 
● Never share your lab code or reports with current, future, or even past students 
● Never use someone else’s code or text in your submitted work 
● You may quote outside resources in a lab report, but make sure your quotes are clearly 

attributed 
● Never consult project code or text that you find anywhere, such as the internet and 

specifically sites designed for sharing of code or assignments, unless specifically 
permitted in the lab instructions 

● Use of unauthorized resources on exams 
● If in doubt, ask the course staff 

 
Penalties 
Sadly, we sometimes find students cheating. While cheating may take on many forms, we do 
not tolerate it because it is not fair to your classmates and it is also not fair to you. Our goal is to 
help you learn the course material and cheating does not achieve that goal. Therefore the worst 
penalty of cheating is depriving yourself from learning the material. Additionally, cheating is 
considered scholarly misconduct. The actual penalty for confirmed cheating for a first offense 



will consist of not receiving any credit for the work in question along with the inability to receive 
an A as a final grade in the class. Subsequent violations will result in additional penalties and 
will include a failing grade in the course. 
 
All Georgia Tech students, including students in the OMSCS program, must read and uphold 
the Georgia Tech Academic Honor Code. Georgia Tech expects honest and ethical behavior of 
you at all times. We will report all incidents of suspected dishonesty to the Office of Student 
Integrity (OSI). If OSI finds you responsible for violating the Honor Code you can expect, at 
minimum, to receive a score of zero on the lab or exam in question and to receive a warning 
posted to your academic record; additional grade penalties; academic probation or dismissal; 
and prohibition from withdrawing from the class. Any grade penalty imposed by OSI means that 
the grade in question must be factored into your final grade; it will not be dropped for any 
reason.  
 
Use of Source Control 
If you choose to store your work in an online version control system such as Git, you may only 
use Georgia Tech’s GitHub at https://github.gatech.edu and must verify that your repository is 
set to Private. We have had previous academic integrity issues arise from students saving their 
work to repositories that were set to public and in these cases, both the author and the users of 
the work may be held responsible. We will consider the use of any other source code repository 
for class work to be an academic integrity violation and you should expect to not receive credit 
for any of your lab assignments found on that system. 
 
Academic Integrity Policy modeled after CS 6200 course policies and research by Tony Mason, 
David Joyner, and Angela Smiley. Used with permission. 
 
15. Technical Requirements 
 

To use the Udacity platform, you must meet these minimum requirements. Additionally, Georgia 
Tech's Office of Student Computer Ownership issues minimum hardware requirements to 
incoming undergraduates; you should meet or exceed these guidelines as well. Finally, you 
must also meet the technical requirements for taking exams using Proctortrack. 
 
16. Disability Services 
 

Georgia Tech is an ADA-compliant educational institution. If you have a disability that requires 
accommodations, contact Disability Services. To receive accommodations, ask Disability 
Services to forward the instructor a letter specifying the accommodations you should receive. 
Do this as soon as possible, as it can take up to 15 business days for the office to process your 
initial application. Even if you are not sure if you need accomodations, you should arrange for 
any potential accomodations at the start of the course as we are unable to retroactively give 
accommodations. Disabilities covered by the ADA include ADHD, dyslexia, and pregnancy. 

http://osi.gatech.edu/content/honor-code
https://github.gatech.edu/
https://www.udacity.com/tech-requirements
http://sco.gatech.edu/hardware-requirements/
https://www.proctortrack.com/students/tech-requirements/
http://disabilityservices.gatech.edu/
mailto:cpryby@gatech.edu

